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1. Fintech Market

1.1 The development of Fintech Products and 
Services 
FinTech means different things to different people. For most 
people, FinTech probably includes:

•	the creation of technology-enabled financial products and 
services; 

•	new ways of delivering financial products and services; 
•	more granular, incisive and efficient ways of managing 

financial products and services, and the businesses that 
manufacture and distribute them; and 

•	quicker and more certain ways of recording executed trans-
actions. 

This dynamic and fast-growing sector is an important part 
of the UK’s financial services industry.

The International Organization of Securities Commissions 
(IOSCO) Research Report on Financial Technologies, pub-
lished in February 2017, identified the following products 
and services in particular.

•	Payments: payment processing, mobile payments, credit 
cards and prepaid cards.

•	Lending/crowdfunding: crowdfunding platforms, peer-to-
peer lending, mortgages and corporate loans.

•	Blockchain: virtual, digital and crypto-currencies, smart 
contracts, payment and settlement systems, asset tracking 
and identity management.
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•	Trading and investments: investment management, robo 
advice, trade pricing, trading algorithms, trading plat-
forms, brokerage and clearing.

There have been significant developments in the UK in each 
of these areas, with established financial services companies 
and start-ups seeking to innovate. 

1.2 The Market for Fintech Products and Services 
In 2015, the UK’s FinTech sector employed 61,000 people, 
generated GBP6.6 billion in revenue and raised more than 
£520 million of investment. In fact, the UK’s FinTech sec-
tor was bigger than the FinTech sectors in Germany, Hong 
Kong, Singapore and Australia combined. It was also bigger 
than the FinTech sector in New York (by revenue and em-
ployees) and California (by revenue).

More than half the UK’s FinTech businesses are focused 
on banking and payments, with a further 20% focusing on 
credit and lending. The next most widely used FinTech prod-
ucts are online services related to foreign exchange. Peer-to-
peer lending and crowdfunding are still relatively small in 
the UK, but they are growing very quickly. The UK’s major 
peer-to-peer lending platforms increased lending volumes 
by two thirds in 2016, pushing the cumulative total above 
GBP7 billion.

1.3 The Key Market Participants in the Specified 
activities
The key market participants in the UK FinTech sector are 
detailed below.

•	Payments: Transferwise, GoCardless, Revolut, WorldRe-
mit.

•	Lending and crowdfunding: Funding Circle, Zopa, Rate-
Setter, CrowdCube, Seedrs.

•	Blockchain: Blockchain Inc, Everledger, Clearmatics, El-
liptic.

•	Trading and investments: Nutmeg, Scalable Capital, eToro.
•	Credit: Wonga.
•	Insurance: Cuvva, Guevara.

There is significant FinTech start-up activity in the UK, 
promulgated by the explosion in FinTech-focused incuba-
tors, accelerators and co-working spaces. Many traditional 
financial services providers are also sponsoring or setting up 
their own FinTech spaces to help to foster growth and inno-
vation within, or for the benefit of, their own organisations.

1.4 Fintech technologies/companies 
Despite the recent FinTech revolution, traditional financial 
services providers still dominate the UK’s financial services 
market. For example, the UK’s largest high-street banks still 
occupy most of the payments, current account and lend-
ing space, whilst traditional asset managers and brokers 

dominate investments. One of the main issues for FinTech 
challengers is customer acquisition, but this is beginning to 
change. There are many reasons for this, but they include 
demographic changes, the lower cost base associated with 
FinTech businesses, their more entrepreneurial spirit and the 
absence of legacy IT. UK government policy, the attitude of 
the Bank of England and the FCA and recent and pending 
legislative changes have also played a part.

1.5 Partnerships Between traditional institutions 
and Fintech companies
Established financial institutions are working with FinTech 
companies in all sorts of ways, as in the following examples. 

incubators and accelerators
There are dozens of UK incubators and accelerators. The 
best-known FinTech-focused incubators and accelerators 
include Accenture Innovation Labs, the Barclays Accelera-
tor powered by Techstars, FinTech Innovation Lab, Level 39, 
Octopus Labs, Startup Bootcamp and In-Residence by JP 
Morgan. Most of the incubators and accelerators provide 
free co-working office space; mentoring from leading Fin-
Tech entrepreneurs; free or heavily discounted access to le-
gal, accounting and other technical services; free training; 
and a modest capital injection. There is usually a ‘demo-day’ 
at the end of the incubator/accelerator programme, where 
cohort members have an opportunity to pitch their ideas to 
angel, seed or venture capital investors. 

referral networks
Some UK banks have developed formal referral relationships 
with peer-to-peer lenders and other alternative-capital pro-
viders. If the bank cannot lend to a company for whatever 
reason, it may refer the company to an alternative capital 
provider that might be able to help instead.

Bank of england
The Bank of England has established a FinTech accelerator 
that works in partnership with firms to explore how FinTech 
innovations can be used in central banking. The Bank uses 
the accelerator to improve its understanding of financial 
technology and FinTech trends. In return, the Bank supports 
some FinTech businesses and sectoral developments. The 
Bank has recently worked with (for example): (i) Mindbridge 
AI to explore the benefits of machine learning for analysing 
the quality of regulatory data; (ii) Ripple, a global settlement 
network based on blockchain technology, to demonstrate the 
synchronised movement of two different currencies across 
two real-time gross settlement systems by connecting two 
simulated real-time gross settlement systems using their in-
terledger protocol, with the aim of showing how this kind 
of synchronisation might lower settlement risk and improve 
the speed and efficiency of cross-border payments; and (iii) 
Enforcd, to analyse trends in regulatory enforcement action, 
using publicly available information.
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The Fca
The FCA has established an Innovation Hub that includes 
the following features.

•	A Direct Support function, which helps innovative busi-
nesses to understand the UK’s regulatory framework. 

•	An Advice Unit, which provides regulatory feedback to 
firms that are developing robo advisers to help consumers 
to buy investment, pension and protection products. The 
FCA is also working with other regulators to enable UK 
FinTech firms to expand into other jurisdictions and in-
novative overseas firms to enter the UK market. So far, the 
FCA has co-operation agreements with the Australian Se-
curities and Investments Commission (ASIC), the Ontario 
Securities Commission, the Hong Kong Monetary Author-
ity, the Financial Services Agency of Japan, the Monetary 
Authority of Singapore, the Korean Financial Services 
Commission and the Peoples Bank of China.

•	A regulatory sandbox, about which there is more infor-
mation in 2.4 “Sandbox” or Other regulatory “neutral 
Zones.” 

1.6 approach to Fintech innovation
The UK is one of the friendliest FinTech jurisdictions in the 
world. 

1.7 Laws or Policy to encourage innovation
The UK government has clearly and consistently supported 
the UK’s FinTech sector, since at least 2011. 

2. regulation

2.1 regulatory regimes for Specified activities or 
Fintech companies
It is a criminal offence to carry on regulated financial ser-
vices activities in the UK without being (i) authorised by 
the Prudential Regulation Authority (PRA) or FCA, or (ii) 
exempt from the obligation to be authorised. The regulated 
activities include deposit taking; entering into or selling 
contracts of insurance; lending to consumers; operating a 
peer-to-peer lending platform; advising on the sale or pur-
chase of shares, debentures and other kinds of securities; and 
arranging or helping to bring about the sale or purchase of 
any of these products. Most of these activities are governed 
by the Financial Services and Markets Act 2000, the Finan-
cial Services and Markets Act (Regulated Activities Order) 
2001, the PRA’s Rulebook and the FCA’s Handbook of Rules 
and Guidance. 

However, (i) the issue and redemption of electronic money 
are governed by the Electronic Money Regulations 2011; 
(ii) money remittance, services enabling cash to be placed 
on or withdrawn from payment accounts, the execution of 
direct debits and standing orders, the issue of payment in-

struments and acquiring payment transactions are governed 
by the Payment Services Regulations 2009 and 2017; and 
(iii) most FinTech and other financial services businesses 
must also comply with the Money Laundering Regulations 
2007 and 2017.

In the UK, FinTech firms are obliged to comply with the 
same laws and regulations as other financial services provid-
ers, and the law does not usually distinguish between Fin-
Tech and non-FinTech companies. Most of the relevant law 
applies uniformly across the whole of the UK, although there 
are some instances where the law in England and Wales is 
different to the law in Scotland or Northern Ireland. 

2.2 regulatory or Governmental agencies for 
Specified activities or Fintech companies
The UK has two primary financial services regulators: the 
PRA, which authorises banks and insurers, and regulates 
them with the FCA; and the FCA, which authorises and 
regulates almost all the other financial services businesses 
established or operating in the UK.

The regulators supervise regulated firms in different ways 
depending on, for example, the nature and size of the rel-
evant business, whether it holds or controls client money 
or other client assets and whether it operates in the retail 
or wholesale markets. Regulated firms are required to self-
report material rule breaches and submit regular financial 
and other reports. The largest, highest-risk firms are subject 
to “close and continuous” supervision. Large firms usually 
receive an annual supervisory visit, when their directors, of-
ficers and key staff are interviewed and systems, records and 
other checks are carried out. Small, lower-risk firms might 
only receive a supervisory visit once every three or four years 
(if they receive a visit at all) but they still receive regular re-
quests for information from the FCA, in particular. 

Prior regulatory approval is usually required before a legal or 
natural person acquires control of a PRA or FCA-authorised 
firm. 

The FCA is broadly responsible for regulating standards of 
conduct in retail and wholesale markets, supervising trading 
infrastructures that support those markets and the pruden-
tial supervision of firms that are not PRA-regulated. It also 
has a single strategic objective to ensure that the markets for 
financial services function well. Three operational objectives 
support this: securing an appropriate degree of protection 
for consumers (including wholesale consumers), protecting 
and enhancing the integrity of the UK financial system, and 
promoting effective competition in the interests of consum-
ers in the markets for financial services. The FCA is funded 
by the firms it regulates, generating its revenue by charg-
ing these firms fees. It is ultimately accountable to the UK 
Parliament. 



Law and Practice  UK
Contributed by Fox Williams LLP  Authors: Simon Bennett, Emma Bailey, Peter Wright, Chris Finney

7

The PRA is responsible for the prudential regulation and 
supervision of banks, insurers and designated investment 
firms. Its objective is to promote the safety and soundness 
of these firms, and it is required to advance this objective 
primarily by seeking to minimise any adverse effects of firm 
failure on the UK financial system and to ensure that firms 
carry on their business in a way that avoids adverse effects 
on the system. 

The FCA categorises the firms it supervises and pays more 
attention to the larger firms and those that pose the greatest 
risk to its objectives. These firms will usually have dedicated 
supervisors and will receive regular requests for information 
and regular supervisory visits. The FCA also uses Thematic 
Reviews to identify emerging risks in particular parts of the 
market. For FinTechs, it also uses the Innovation Hub, Ad-
vice Unit and sandbox for similar purposes (see 1.5 Part-
nerships Between traditional institutions and Fintech 
companies).

The FCA has a wide range of enforcement powers, which 
can be criminal, civil or regulatory in nature. These include 
narrowing, restricting or withdrawing a firm’s authorisation, 
prohibiting individuals from carrying on regulated activi-
ties, issuing fines against firms or individuals who breach 
the FCA’s rules or commit market abuse, bringing criminal 
prosecutions for offences such as insider dealing or carrying 
on regulated activities without being authorised to do so.

The PRA and FCA work closely with other regulators and 
law enforcement agencies such as the police, the National 
Crime Agency, the CMA and Trading Standards to find and 
take action against those who break the law.

2.3 capital and Liquidity requirements
Companies supervised by the FCA are required to main-
tain adequate financial resources. The adequacy of a firm’s 
capital resources needs to be assessed by that firm and the 
appropriate regulator. Through its rules, the FCA sets mini-
mum capital resource requirements for firms and reviews 
a firm’s assessment of its capital needs, and the processes 
and systems by which that assessment is made, to see if the 
minimum capital resources requirements are appropriate.

Minimum regulatory capital and liquidity requirements 
vary, depending on the nature of the relevant business, its 
turnover and whether it holds or controls client money or 
other client assets. So, for example, the absolute minimum 
regulatory capital requirement for: 

•	an electronic money issuer is EUR350,000; 
•	a payment service provider is EUR20,000 (if it only offers 

money remittance services), EUR50,000 (if it offers pay-
ment initiation services, as well or instead), or EUR125,000 
(if it offers services that enable money to be placed on, 

or withdrawn from, a payment account; executes payment 
transactions; issues payment instruments; and/or acquires 
payment transactions as well as, or instead of, offering 
money remittance or payment initiation services); and

•	a peer-to-peer lending platform is GBP50,000.

2.4 “Sandbox” or Other regulatory “neutral 
Zones”
The FCA has established a sandbox. 

It is a criminal offence to carry on regulated financial ser-
vices activities in the United Kingdom without being au-
thorised by the PRA or FCA, or exempt from the obligation 
to be authorised. It can be expensive and time consuming 
to prepare and submit an application for authorisation, and 
the time and cost would be wasted if a new firm’s innova-
tion does not work in a live environment, as expected. The 
FCA’s sandbox allows firms to obtain a restricted authorisa-
tion, which is just enough to enable them to test their ideas, 
before making an application for a full authorisation if it 
makes commercial sense to do so, when their test results 
are available. 

Access to the sandbox is restricted to one cohort a year and 
the number of applicants far outstrips the number of places 
available. 

To qualify for a place in the sandbox, a firm must be able to 
show the following points.

•	It wants to deliver innovation in or for the UK market and 
its activity will be FCA-regulated or useful to FCA-regu-
lated firms.

•	Its ideas are genuinely innovative, in terms of scale, or as a 
technology, approach, product or service.

•	There is a good enough chance that the innovation will 
deliver identifiable benefits for consumers.

•	It has identified possible consumer risks and appropriate 
ways to manage or mitigate those risks.

•	It needs a place in the sandbox, so that it can test the prod-
uct in a live environment, because the full authorisation 
process would be too burdensome for the purposes of a 
short test to assess product or service viability and/or be-
cause the innovation does not fit easily into the existing 
regulatory framework and it would be too difficult or costly 
to get it to market, without FCA input and sandbox testing 
in the first instance.

•	It is ready to test its product or service in a live environ-
ment. In most cases, the FCA will therefore expect to see a 
well-developed testing plan, with clear objectives, param-
eters and success criteria. It will also expect firms to show 
that they have conducted some appropriate testing already 
and that they have identified safeguards to protect con-
sumers and/or have the means to pay appropriate redress 
if required.
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•	The typical sandbox testing period is six months. Firms 
are required to prepare and submit a sandbox testing re-
port within four weeks of the end of the test period. The 
FCA will provide feedback on the test report, but it will not 
certify a business model, or sign off a product or services 
in any way. It will, however, usually work with cohort par-
ticipants to identify appropriate next steps.

2.5 change of control approval requirements 
The UK does not have a set of FinTech-specific change of 
control rules, requirements or processes. Instead, these 
things vary, depending on the regulated firm’s status. 

For firms with a “Part 4A Permission” — for example, de-
posit takers, insurers, insurance brokers, consumer credit 
providers and peer-to-peer lending platform operators — a 
legal or natural person that decides to acquire control of, or 
increase his control over, a firm with a Part 4A Permission 
must give notice to the PRA or FCA (as the case may be) and 
get its approval before acquiring or increasing that control. 

Although the thresholds vary, in the ordinary case, a person 
will acquire control of a firm with a Part 4A Permission if he 
acquires 10% or more of the shares or voting rights in that 
firm, or a parent of that firm, and increase his control over 
that firm if the percentage of shares or voting rights he holds 
increases from less than 20% to 20% or more; from less than 
30% to 30% or more; or from less than 50% to 50% or more. 

The regulator(s) will acknowledge receipt of an application 
to acquire control of, or increase control over, a Part 4A Per-
mission firm within two working days of receipt and they 
are required to make a decision on an application within 60 
working days of acknowledging receipt. However, the “60-
day clock” stops if the regulator asks for more information.

The regulator(s) will object to a proposed acquisition of, or 
a proposed increase in control over, a Part 4A Permission 
firm if there are reasonable grounds for doing so, when the 
proposed acquirer’s reputation, knowledge, skills, experience 
and financial circumstances have been taken into account.

A person who acquires control of, or increases his control 
over, a Part 4A Permission firm without prior regulatory ap-
proval may be prosecuted and/or forced to sell their shares. 
They may also be prevented from receiving dividend pay-
ments on their shares and/or exercising their voting rights 
in the meantime.

Electronic money issuers and payment service providers (for 
example, money remitters; those who enable money to be 
placed on, or withdrawn from, a payment account; payment 
instrument issuers; and payment acquirers) are obliged to 
tell the FCA when it becomes apparent to that firm that a 
legal or natural person has acquired, or is likely to acquire, 

10% or more of its shares or voting rights, or 10% or more of 
the shares of voting rights in its parent company. 

If the change has already taken place, details must be given 
“without undue delay.” If the acquisition has not yet taken 
place, details must be given at least a reasonable period be-
fore the change takes place. 

When the FCA receives this information, it will consider 
whether the new controllers are fit and proper persons to 
have control of an electronic money issuer or payment ser-
vice provider. If it reaches the conclusion that they are not, 
it may restrict or cancel the electronic money issuer or pay-
ment service provider’s authorisation, to stop it providing 
regulated services in and from the UK.

2.6 recent developments or notable Proposed/
Forthcoming regulatory changes
There are a number of key regulatory changes on the hori-
zon for FinTech companies. Perhaps the most significant is 
Brexit. 

The UK’s Second Payment Services directive (PSd2)
The PSD2 implementing rules will apply to UK payment 
service providers from 13 January 2018. The UK government 
is using this as an opportunity to increase competition in 
the retail banking sector, through its “Open Banking” initia-
tive. The new rules will bring account information service 
providers and payment initiation service providers within 
the regulatory perimeter for the first time. They will also 
materially increase the range of common payment services 
and enhance the rights of, and the online security provided 
to, payment service users. PSD2 is expected to increase com-
petition in the payments industry. 

The Fifth anti-money Laundering directive (5MLd)
The European Commission, Parliament and Council are 
seeking to agree and adopt a Fifth Anti-money Laundering 
Directive that, if made and brought into force in its current 
form, will require European (i) fiat currency to virtual, digi-
tal and crypto-currency exchanges, and (ii) custodian wallet 
providers to develop and implement client identity verifica-
tion and other anti-money laundering checks and processes 
for the first time. 

Brexit
It is not yet clear what impact Brexit will have on FinTech 
businesses, if any. Anecdotal evidence suggests that Brexit 
might make it harder for FinTech and other firms to re-
cruit and retain non-UK national employees. UK FinTech 
and other financial services providers that want to carry on 
business in the UK and the rest of Europe may also need to 
establish a European company to enable them to do so if it 
becomes more difficult to access the European single market 
after Brexit than it is today.
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GdPr
The EU’s General Data Protection Regulation (GDPR), from 
25 May 2018, will impose new obligations on data control-
lers and data processors, which will affect the contracts they 
enter into and the nature of the consents they need to obtain 
from individuals, in particular.

2.7 Burden of regulatory Framework and 
Protection of customers
The UK regulators work hard to protect consumers, with-
out placing undue burdens on regulated firms. The regula-
tory system has to balance, for example, financial stability, 
consumer protection, economic growth, intra-national and 
international competition, system and market integrity, and 
many other factors. It is impossible to get this balance right 
at a particular time, or all the time, to suit the needs of any 
one person, or all persons. Some of the UK’s law is argu-
ably more complicated than it needs to be and its regulators 
are sometimes criticised for being more risk averse than is 
necessary or desirable, too. But law and policy are under 
constant review in the UK and Europe, and regular adjust-
ments are being made to mitigate or remove the unintended 
consequences of new laws and to maintain an appropriate 
balance of interests as markets and economies change over 
time. For that reason, and others, the UK seems to get the 
balance broadly right, for most purposes, most of the time.

2.8 regulatory impediments to Fintech innovation 
at traditional Financial institutions
From a pure regulatory perspective, established authorised 
financial institutions have an advantage. In most cases, they 
already have the permissions, authorisations or licences re-
quired to begin to offer new FinTech products and services. 
They are also unlikely to be troubled by the minimum regu-
latory capital requirements. Each of these factors can act 
as a significant barrier to entry for entrepreneurs and their 
start-up businesses. 

However, traditional institutions also have some disadvan-
tages, the biggest of which is often unintegrated legacy IT 
systems and the sheer challenge of managing the day-to-day 
activities of a large established business and innovating, in 
an attempt to enter new markets or existing markets in new 
ways. Some traditional institutions are managing the latter 
challenge by investing in, and then acquiring, start-up and 
emerging companies, rather than trying to innovate entirely 
from within. These practical issues aside, there are no direct 
or immediate regulatory impediments or advantages for tra-
ditional financial institutions. 

2.9 regulatory regime’s approach to consumers 
and Small Business customers
The UK’s financial services regulations do not generally 
distinguish between, or require any more of, firms that sell 

products and services to consumers and small businesses, on 
the one hand, and large businesses, on the other. 

However, (i) the regulators are more likely to intervene in 
the markets and more likely to take action against a financial 
services business if consumer or small business interests are 
at risk and (ii) only consumers and micro-enterprises can 
usually make a complaint to the UK’s Financial Ombudsman 
Scheme and/or claim compensation from the UK’s Financial 
Services Compensation Scheme. 

The regulatory protections afforded to SMEs by regulatory 
principles and rules vary depending on, among other things, 
the financial products and services that SMEs use. In some 
cases, SMEs are treated as consumers and they have an iden-
tical set of rights and protections, but in other cases SMEs 
are treated like other businesses and the regulatory system 
almost assumes they can look after themselves. The protec-
tions available to SMEs under regulatory rules tend to de-
crease as businesses get larger and in some cases a change of 
legal form or increase in size may result in an abrupt relative 
loss of protections across multiple activities, products and 
services.

Only micro-enterprises (ie, businesses with fewer than ten 
employees and turnover or assets no greater than EUR2 mil-
lion) are currently eligible to refer complaints to the UK’s 
Financial Ombudsman Service, which provides a cheaper, 
less formal alternative to the courts. And only small busi-
nesses (ie, those with an annual turnover of less than £1 
million) are eligible to claim compensation from the UK’s 
Financial Services Compensation Scheme, if they have a 
relevant valid claim against a UK authorised firm that the 
firm cannot meet.

2.10 Outreach by regulators or Government 
authorities to engage with Fintech innovators 
See 1.5 Partnerships Between traditional institutions and 
Fintech companies and 2.4 “Sandbox” or Other regula-
tory “neutral Zones.” 

2.11 Unregulated Specified activities 
Virtual, digital and crypto-currencies, exchanges and wallet 
providers are not regulated in the UK at present, although 
this is expected to change marginally when 5MLD begins to 
apply in the UK (see 2.6 recent developments or notable 
Proposed/Forthcoming regulatory changes).

The PRA regulates banks, insurers and designated asset 
managers, and therefore does not seem to have the power 
to regulate virtual, digital or crypto-currencies, exchanges or 
wallet providers. Whilst the FCA has established an Innova-
tion Hub and other regulatory tools to assist the develop-
ment of FinTech products and services, and (like the Bank 
of England) it is studying the blockchain technology upon 
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which Bitcoin depends, there is no current reason to suppose 
that it would like to regulate these currencies, exchanges or 
wallet providers. Similarly, whilst the Payment Systems Reg-
ulator (PSR) regulates a number of HM Treasury-designated 
UK payment systems (such as BACS, CHAPS and Master-
Card), the PSR has not so far made a statement to suggest 
that it will be required to regulate any virtual currencies in 
the near future, either. 

Although this might change in the light of recent terrorist 
atrocities, and it will change if the Fifth Anti-money Laun-
dering Directive is made and brought into force in its current 
form, in its Action Plan for Anti-money Laundering and 
Counter-terrorist Finance Report of April 2016, HM Treas-
ury said that it will not seek to impose anti-money laun-
dering rules on digital currency wallet providers to avoid 
overburdening those services, on the basis that this “would 
not deliver any benefits in terms of mitigating money-laun-
dering and terrorist finance risk, and would place significant 
burdens on firms in this innovative and embryonic sector.” 
HM Treasury also noted as part of its review that there ap-
peared to be a “low level of illicit activity in digital currency 
networks.”

2.12 Foreign Fintech companies
At the moment, a FinTech business established and author-
ised anywhere in the European Economic Area has the right 
to provide services into the UK and/or to establish a branch 
in the UK, if it wishes to do so. In many cases, the right 
can be exercised by following a basic administrative process, 
operated by the home-state regulator. These rights may be 
restricted or lost when Brexit takes effect.

There are no absolute limitations, requirements or barriers 
to entry for FinTech firms established outside the Europe-
an Economic Area, although, in practice, they may find it 
harder to become established and/or provide services into 
the UK, if only because they are more likely to require direct 
regulatory approval from the PRA or FCA first. 

2.13 regulatory enforcement actions against 
Fintech companies 
There have not been any regulatory enforcement actions 
against FinTech firms in particular. 

2.14 “Shadow Banking” 
The UK does have regulations that capture shadow banking, 
but they do not generally extend to FinTech businesses. 

3. Form of Legal entity

3.1 Potential Forms of charter
If an entrepreneur wants to establish and operate a FinTech 
business in the UK, he will almost certainly need to use a 

body corporate of some kind, which must be formed under 
the law of part of, and it must have its head office and regis-
tered office (if any) in, the UK. The body corporate options 
include private and public limited liability companies, com-
panies limited by shares or guarantee, limited partnerships 
and LLPs. In most cases, there is no regulatory reason for 
preferring one body corporate model over another. 

A body corporate established and authorised in another 
country in the European Economic Area has the right to 
open a UK branch and/or carry on its business in the UK on 
a cross-border services basis from its own country. In most 
cases, this right can only be exercised lawfully if the body 
corporate follows a modest administrative process in its own 
country first, which might change when Brexit occurs. 

Bodies corporate established and authorised in a country 
outside the European Economic Area may also have the 
right to open a UK branch and/or carry on its business in 
the UK on a cross-border services basis. But whether it does 
depends on where it is established and the nature of its busi-
ness. Bespoke legal advice is therefore usually required. 

3.2 Key differences in Form
There are no particular advantages or disadvantages from a 
regulatory perspective. 

3.3 recent Legal changes 
There have been no recent legal changes that have altered the 
desirability of one form of legal entity over another.

4. Legal infrastructure (non-regulatory)

4.1 desirable changes to Facilitate Specified 
activities
Current English law allows for most, if not all, FinTech ac-
tivities to be carried on within the existing legal framework. 

However, to facilitate the growth of FinTech related to 
crypto-currency, the introduction of a proportionate “Bitli-
cence” could be advocated to regulate crypto-currency wal-
let and exchange providers. This would remove a “change of 
law risk,” which acts as a barrier to entry for some FinTech 
companies, and give some consumers the confidence they 
need to start using Bitcoin and other crypto-currencies for 
ordinary payment purposes.

4.2 access to real-time Gross Settlement Systems 
The Bank of England operates the UK’s high-value pay-
ment system, RTGS, which each day processes half a tril-
lion pounds-worth of payments on behalf of everyone from 
homeowners to global banks.
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Currently, only 52 institutions (typically established banks) 
have settlement accounts in RTGS. Indirect users of the sys-
tem typically access settlement via one of four agent banks. 
These indirect users include 1,000 non-bank Payment Ser-
vice Providers (PSPs), many of which are FinTechs.

However, the Bank of England has decided to widen access 
to RTGS to include non-bank PSPs to help them to compete 
on a level playing field with banks. The Bank of England aims 
to issue its new blueprint for RTGS in 2017.

This will boost competition and system resilience, and is a 
welcome move for the UK’s FinTechs.

4.3 Special insolvency regimes
There are no special insolvency regimes or other regimes 
that apply differently to FinTech companies as compared to 
regulated financial institutions.

4.4 electronic Signatures 
The statutory framework for the admissibility of electronic 
signatures in England and Wales is set out in the Electronic 
Communications Act 2000, the Electronic Identification and 
Trust Services Regulation (EU/910/2014) (eIDAS Regula-
tion) and the Electronic Identification and Trust Services 
for Electronic Transactions Regulations 2016 (SI 2016/696).

The effect of the legislation is that in any legal proceedings 
an electronic signature and the certification by any person of 
such a signature are admissible in evidence in the courts of 
England and Wales. However, the legislation does not deal 
with the validity of electronic signatures, so the wider prin-
ciples of English common law should be taken into account.

In the absence of any (usually statutory) requirement, there 
is no need under English law for contracts to be in any par-
ticular form; in fact, they can be entered into orally, provid-
ed there is offer and acceptance, consideration, certainty of 
terms and an intention to be legally bound. Therefore, a sim-
ple contract may be concluded using an electronic signature.

With respect to documents subject to a statutory require-
ment to be in writing and/or signed and/or under hand, the 
opinion of leading counsel and the Joint Working Party of 
the English Law Society is that a contract executed using an 
electronic signature (and which may exist solely in electronic 
form) satisfies a statutory requirement in English law to be 
in writing and/or signed and/or under hand. It is also their 
opinion that such electronic signatures would most prob-
ably satisfy the requirements for signature of an English law 
deed as well.

4.5 Standards for Proving identity in electronic 
transactions
There are no specific domestic English laws that govern prov-
ing identity in electronic-only transactions. However, in the 
explanatory memorandum to the proposed Fifth Anti-mon-
ey Laundering Directive, the EC explained that one of the 
objectives of the Fourth Anti-money Laundering Directive 
is to identify and verify parties to a transaction or payment. 
As a result, electronic identification and trust services (gov-
erned by the eIDAS Regulation) are relevant when opening 
bank accounts, accessing funds or tracing electronic trans-
actions. The Commission explained that copies of original 
documents, as well as electronic assertions, attestations or 
credentials should be recognised as a valid means of identity 
proof under the Fourth Anti-money Laundering Directive.

5. data Privacy and cybersecurity

5.1 data Privacy and cybersecurity regulatory 
regimes 
The EU Data Protection Directive (95/46/EC) was imple-
mented into English law by the Data Protection Act 1998 
(DPA). The DPA regulates the processing of personal data 
by data controllers. 

“Personal data” means data that relates to a living individual 
who can be identified from that data or from that data and 
other information that is in the possession of, or is likely to 
come into the possession of, the data controller. It includes 
any expression of opinion about the individual and any in-
dication of the intentions of the data controller or any other 
person in respect of the individual.

The central requirement of the DPA is that data controllers 
must comply with eight data protection principles to make 
sure that personal information is:

•	fairly and lawfully processed;
•	processed for limited purposes;
•	adequate, relevant and not excessive;
•	accurate and up to date;
•	not kept for longer than is necessary;
•	processed in line with an individual’s rights;
•	secure; and
•	not transferred to other countries without adequate pro-

tection.

In relation to data security, the seventh principle requires 
that appropriate policies and procedures are in place to 
safeguard personal data, which include implementing a 
data security policy, restricting access to data to authorised 
personnel, making sure that data is physically secure, train-
ing and educating staff on organisational security measures 
and ensuring IT systems can withstand unauthorised access.
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If a service provider is appointed to carry out any data pro-
cessing services that involve the disclosure of personal de-
tails to the service provider (a data processor), this principle 
also requires a contract to be put in place with the data pro-
cessor that includes clauses giving appropriate guarantees 
regarding data security.

The Privacy and Electronic Communications Regulations 
(PECR) sit alongside the DPA and provide specific rules 
on sending marketing and advertising by electronic means, 
such as by telephone, fax, e-mail, text and picture or video 
message, or by using an automated calling system. The PECR 
includes other rules relating to cookies, telephone directo-
ries, traffic data, location data and security breaches.

Under the PECR, organisations providing electronic com-
munications services to the public (for example, telecoms 
providers and ISPs) must notify the Information Com-
missioner’s Office (ICO) that a personal data breach has 
occurred within 24 hours of becoming aware of the basic 
facts. If the breach is likely to affect individuals adversely, the 
service provider must also notify those individuals without 
undue delay. Service providers must also keep a log of any 
breaches.

A personal data breach is defined in the PECR as “a breach 
of security leading to the accidental or unlawful destruc-
tion, loss, alteration, unauthorised disclosure of, or access 
to, personal data transmitted, stored or otherwise protected 
in connection with the provision of a public electronic com-
munications service.”

In addition, firms regulated by the FCA must notify the FCA 
immediately if they become aware of any matter that could 
have a significant adverse impact on the firm’s reputation or 
any matter that could affect the firm’s ability to continue to 
provide adequate services to its customers and that could 
result in serious detriment to a customer of the firm. This 
would include a serious data breach.

The EU Data Protection Directive will be repealed as of 25 
May 2018, when the General Data Protection Regulation 
comes into force. There is also a proposal for a replacement 
for the PECR.

5.2 recent and Significant data Privacy Breaches 
The ICO has the power to impose a monetary penalty on a 
data controller of up to GBP500,000 for breach of the DPA. 
In addition, the FCA has the power to fine regulated entities.

Recent significant data privacy breaches involving FinTech 
companies include a cyber-attack on the phone company 
TalkTalk in 2015 that resulted in a GBP400,000 fine from the 
ICO after it found the breach “could have been prevented if 
TalkTalk had taken basic steps to protect customers’ infor-

mation” and in 2014, the FCA and PRA fined Royal Bank 
of Scotland GBP56 million for an IT outage in 2012 that left 
6.5 million customers unable to access their accounts for 
several weeks.

5.3 companies Utilising Public Key infrastructures 
or Other encryption Systems
The UK ICO recommends that encryption should be consid-
ered alongside a range of other technical and organisational 
security measures to secure data at rest and in transit. It is 
also important to have good key management so that keys 
are kept secret for encryption to be effective. The UK ICO 
has formed the view that where a data breach occurs and 
encryption has not been used to protect the data, regulatory 
action may be pursued.

Part 3 of the Regulation of Investigatory Powers Act 2000 
gives authorities powers to order the disclosure of encryp-
tion keys, or force suspects to decrypt encrypted data, where 
necessary in the interests of national security, for the pur-
pose of preventing or detecting crime or in the interests of 
the economic well-being of the United Kingdom. Failure to 
comply with a disclosure requirement is a criminal offence. 
The UK Home Office issued a code of practice relating to the 
powers under Part 3 of the Act.

5.4 Biometric data
Biometric data is considered personal data and is therefore 
regulated by the DPA. 

Under the GDPR, biometric data is defined as “personal 
data resulting from specific technical processing relating 
to the physical, physiological or behavioural characteris-
tics of a natural person, which allow or confirm the unique 
identification of that natural person, such as facial images 
or dactyloscopic data.” Under the GDPR, biometric data is 
included within the special categories of personal data (sen-
sitive personal data).

In the UK there is an independent Commissioner for the Re-
tention and Use of Biometric Material, whose role is to keep 
under review the retention and use by the police of DNA 
samples, DNA profiles and fingerprints, although biometric 
data also includes facial images and voice patterns. The role 
of Biometrics Commissioner was created by the Protection 
of Freedoms Act 2012.

6. intellectual Property 

6.1 intellectual Property Protection regime 
FinTech companies rely heavily on intangible assets such as 
software, databases, data, know-how and business methods. 
Therefore, IP rights are essential to a FinTech’s long-term 
success. IP laws are harmonised to a large extent across the 
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EU, which still includes the UK for the time being, but there 
are specific nuances in the UK that provide opportunities 
(and traps for the unwary). 

The main IP rights to be aware of are patents, copyright, 
database right, breach of confidential information and trade 
marks.

Innovative technologies — for example, ones using block-
chain and biometric authentication — may qualify for patent 
protection. Patents provide a monopoly right to control use 
of an invention for 20 years. 

Copyright automatically subsists in, amongst other things, 
artistic and literary works such as software (including source 
code), branding and potentially website or app layouts, or 
even user interfaces. Copyright prevents unauthorised copy-
ing. However, it does not restrict independent development 
of competing works; for example, if someone reached the 
same outcome using a different code and without reference 
to the original work. 

Databases can be protected by copyright and “database 
right.” New technology can also be protected as trade se-
crets (or “confidential information”) and could cover back-
end server processes and software codes. Provided such 
information is kept confidential, it can remain proprietary 
indefinitely, which is an advantage over patent rights that 
last 20 years only. 

Registered trade marks can be obtained for brand names, 
logos and very occasionally other trading indicia such as 
colours. It is also possible to prevent the misuse of good-
will (usually to suggest that one business is connected with 
another business; for example, through similar branding), 
which is known as passing off. Logos and stylised marks can 
also be protected as registered designs, which can be helpful 
if trade mark registration is unavailable.

6.2 trade Secret regime 
The protection of confidential information, including trade 
secrets, is currently governed by the UK common law of 
confidence or by contract. Under the common law, the infor-
mation must have the necessary quality of confidence (ie, not 
be public property or public knowledge) and have been dis-
closed in circumstances where an obligation of confidence 
would be expected to arise (for example, in an employer-
employee relationship). There is no requirement for the 
information to be written down to qualify as confidential 
information. On a practical level, companies protect their 
trade secrets through robust contractual arrangements with 
their customers, employees, suppliers, contractors and third-
party collaborators. If there is a breach of the contractual 
arrangements or breach of confidence at common law, the 
remedies available to a claimant can be an injunction and/

or damages and/or an account of profits. The disclosure of 
trade secrets should be restricted where possible and can be 
protected by data security and anti-hacking measures. The 
EU Trade Secrets Directive (TSD) is intended to harmonise 
trade secrets law within the EU. Despite Brexit, the TSD must 
be implemented into national law by 9 June 2018. The TSD 
largely codifies the current UK law on trade secrets so the 
practical impact of implementation is likely to be minimal. 

6.3 copyrights, Patents, trade Marks
Most FinTech technology can be protected by one or more IP 
rights. For example, source code is automatically protected 
by copyright without the need to apply for a registration. 
Databases can be protected by copyright and as a “database 
right.” For obvious reasons, this is particularly relevant to 
blockchain technology. 

As indicated in the paragraph above, it is possible in some in-
stances to protect FinTech innovations through the filing of a 
patent. To be patentable, an invention must be new, involve 
an inventive step and be capable of industrial application. 
Software, business methods and mathematical methods are 
excluded “as such” from patentability. However, if it can be 
shown that the invention involves a “technical contribution,” 
it may still be possible to obtain a valid patent. For instance, 
Nokia obtained a patent for software that enabled remote 
programming of a mobile phone system.

The name or branding associated with or used by a FinTech 
company can be protected by a trade mark. The require-
ments are that any sign or mark may be registered as a trade 
mark provided it is (i) capable of being represented graphi-
cally and (ii) distinctive (ie, capable of distinguishing one 
FinTech business from another). This can be an issue for 
FinTech businesses if the name of the business is descriptive, 
such as FinTech Capital. If trade marks are unregistered, the 
common law tort of passing off protects “goodwill” in a busi-
ness in a wider context, beyond the mark itself. Passing off 
does not provide a monopoly right over a mark but protects 
the owner of the goodwill against “unfair competition.”

6.4 Protection of intellectual Property or trade 
Secrets
Registered designs can be useful to supplement trade marks 
and as an alternative if trade mark protection is unavail-
able. You can register a design for a logo, key images or even 
an app’s layout (for example, the home screen). In addition, 
even where a business is app-based, it is wise to register key 
domain names. This protects the brand name, provides an 
easy portal for consumers and secures exclusivity; prevent-
ing third parties from sowing the seeds of confusion with 
scam sites. Similarly, social media can open doors to poten-
tial IP issues and FinTech companies should think carefully 
about how they share their own content and the content of 
others.



UK  Law and Practice
Contributed by Fox Williams LLP Authors: Simon Bennett, Emma Bailey, Peter Wright, Chris Finney

14

6.5 Joint development of intellectual Property 
The rules will vary depending on the IP created. Copyright, 
patents and trademarks can be jointly owned rights. In the 
absence of any express agreement to the contrary, joint own-
ers own the rights in equal shares. However, it is possible to 
agree by contract to own the rights in any number of ways 
and in different shares. This needs to be carefully considered 
at the outset to avoid potential misunderstandings, particu-
larly when and if the venture becomes successful.

A joint owner of a patent or trade mark cannot license or 
assign the right without the consent of all other owners. 
Similarly, (i) a patent cannot be amended and (ii) a copy-
right work cannot be licensed without the consent of all joint 
owners. 

Generally, where there has been an infringement, proceed-
ings can be bought by any of the owners but they must join 
the other owners as parties to the proceedings.

6.6 intellectual Property Litigation
Most FinTech IP disputes in the UK have concerned trade 
marks. So far, such disputes have settled. Two notable ex-
amples involve Monzo (originally Mondo) and Brolly. Fol-
lowing receipt of a cease-and-desist letter, Mondo was com-
pelled to change its name to Monzo. In early 2017, Brolly 
was threatened with legal action by the US insurance group, 
Travelers, over its umbrella-shaped logo, which it had been 
using since 2015. Brolly decided to change its logo to avoid 
a legal dispute. 

In other jurisdictions, FinTech companies have been a tar-
get for patent trolls, or patent assertion entities as they are 
sometimes known. There have not been any reported cases 
in the UK but this is a potential risk given the importance 
of IP in the FinTech sector.

6.7 Open Source code 
The use of open-source software (OSS) will generally be sub-
ject to licence terms. Most OSS is licensed under a variety 
of public licences that broadly fall into two categories: (i) 
permissive licences and (ii) copyleft licences. Whilst the ex-
act terms will vary, the user will essentially inherit a licence 
that will then apply to that OSS when used in products that 
the user supplies to customers. Copyleft licences, unlike per-
missive licences, have additional restrictions and limitations 
where OSS is amended or combined with proprietary or 
other OSS software. Using OSS could expose FinTech com-
panies to risks around ownership of IP where OSS is mixed 
with proprietary code. The terms of the OSS licence may also 
conflict with the terms of licence to a company’s software. 
These issues can be identified by ensuring that companies 
monitor and control the use of OSS alongside proprietary 
software. The terms of the relevant OSS licences should be 
reviewed carefully to ensure compliance.

7. tax Matters

7.1 Special tax issues, Benefits or detriments 
FinTech companies are subject to the same broadly similar 
UK tax rules as any other company, but the points below may 
have particular relevance for such companies. The following 
is a general guide only and readers should take appropriate 
advice where necessary. 

UK withholding tax on Payments of interest
Where interest is paid by a borrower in respect of a borrow-
ing (such as a loan facility) lasting a year or more, UK tax law 
generally requires the borrower to withhold an amount from 
that payment, currently at a rate of 20%, and account for that 
sum to the UK tax authority. This is unless an exemption ap-
plies. In the absence of an exemption, the lender normally 
requires the borrower to bear the cost of the withholding, 
so that the borrower “grosses up” the payment to the lender 
and the lender receives the amount it would otherwise have 
received if the withholding had not occurred. 

UK withholding tax therefore presents a potential cost in 
relation to the borrowing and, in practice, the exemptions 
become very important. Until recently, peer-to-peer plat-
forms found that their models did not fit well with the ex-
isting exemptions available, with the consequence that UK 
withholding tax was a concern. In response to that concern, 
a further exemption was introduced as from 6 April 2017 
whereby interest payments made in the context of peer-to-
peer lending may now be made by borrowers without apply-
ing UK withholding tax. 

enterprise investment Scheme (eiS) and Seed enterprise 
investment Scheme (SeiS)
FinTech companies are often in need of additional financing 
but will find it difficult to access traditional bank funding. 
Various tax-efficient venture capital schemes exist to incen-
tivise individual investors to provide alternative funding to 
such companies. In particular, the EIS and SEIS, which are 
broadly similar but apply to companies at different stages 
of development, offer individuals subscribing for shares a 
package of tax reliefs, including an upfront deduction against 
their income tax liability. Accessing these tax reliefs tends to 
be a priority for individuals investing in FinTech companies 
and a FinTech company should consider whether SEIS or EIS 
provides suitable avenues for raising capital.

Value added tax (Vat)
VAT can also present challenges for FinTech companies 
and the VAT treatment of any arrangements should be con-
sidered at an early stage. For example, as a result of uncer-
tainty surrounding the VAT treatment of digital currencies 
or crypto-currencies, like Bitcoin, the UK tax authority has 
provided additional guidance about how it thinks VAT law 
applies to transactions involving such currencies. 
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employee incentive arrangements
FinTech companies often wish to remunerate their man-
agement and employees through share or share option ar-
rangements. When designing such employee incentive ar-
rangements, consideration needs to be given to their tax 
efficiency and in particular how best to utilise available tax 
reliefs, such as through the use of Enterprise Management 
Incentive (EMI) options. Timing can be important here, as 
the earlier the arrangements are implemented, the greater 
the benefits are likely to be.

Other tax Matters
There are a great many other tax issues that can arise but 
that are not specific to FinTech companies. For example, 
FinTech companies may need to consider the corporation 
tax treatment of a proposed transaction, or whether certain 
consultants or other service providers may be treated as em-
ployees for income tax and social security purposes, thereby 
potentially triggering a liability for the FinTech company to 
pay an employer’s national insurance contributions as well 
as collect the employee’s income tax and national insurance. 
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